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ERFMBE L. NE. BERANIRFAENESR, —TMERALQAF, BQA, Z—1EREE, B

Thif. HP—ERATFME, Z—IBATFHE, Lt RSA Bk,

#7% (hash) 8% —REERE, B—E£EEKENSEESTESIEERENRL, BF
pEIE X Ma S 2 RGBSR,

wrme O, weps

2-3: SHA256 8%
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VFER: BFEI[RIFNMEBANERARASBFRERANNA, BFEZRILEEEHESR
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Secure Boot, EIZ2B5), XEIEMZHRRINIINEE, BE XK, Secure Boot M brom H1TF
%, F Linux Bni45®, Secure Boot FEi&ITEM:

o BUREMNREEENE, BRBIIMBRMENSMRERZEREH.
o 1% key HIEE,
o REEMHFhRAEE,

3.1 ®EBnRE

Tina D1-H 22 BB FAAZTR-RARENW R VNN MEZENZENREBHHEE, B
3k, EHFERZE RSA2048-SHA256,

SERMPLEHHTERERREEH, BRIEEHALTHN SHA256 {8 (Bl rotpk.bin) KE
ENH A efuse BHEXI, Balt, B ESH B brom F2FELSIE efuse B9 rotpk &,
BIZESREFE flash LARIEBHAH#IT SHA256 mEEMEHITILST, WIERIERH A
el EE Y. ABR=ER flash LEFEINERFEFHN—RINAFRNZE N FREHITERERER
%, WIFEEIRREA brom->sboot->opensbi->uboot->kernel, efuse AR EXEHRT
IEPENAEE, BOREMNSITHAR T B Linux ARNELLB56.

3.2 ERREEHF

Tina SDK EZR L 2EHFI1ERIZERBAMNERM B ENT R IEEMTITBHARER, FrLL
Z2EHRNRELTERESER2EHN/IF—, RARERENITENRREER. fRe
EHrTERSEZ A (TinaLinux SDK FA&iERE) X, ReEEHRITESRINT!

$ source build/envsetup.sh

=> REFETE,

$ lunch

==> BEEH R

$ make [-jN]

=> {iF¥, -jN SEEEHTHEFHFENE,

$ ./scripts/createkeys

=> £ —ARTEBNER, FRESRHIT, #M3.2. 2/, ERNZEARFELFout/{BOARD}/keys/.
$ pack -s [-d]

==> {TEEMH, -s RLGEMERLEN; -d RAERNEGEROGESKItTRERL (Fi%)
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BENANNTRENE2BEH SR —EEEETHITIREA.

3.2.1 Z=EHEE

EA1T make #{T4RiFERT, FRESSWTEIE.

3.2.1.1 REFEENEEE

#17 make menuconfig, HFNTENEE EMH,

Tina Configuration
L> Target Images
L> [ ] Build filesystem for Boot (SD Card) partition
L—> Boot (SD Card) Kernel format (boot.img)
L> [ ] Build filesystem for Boot-Recovery initramfs partition
L Boot-Recovery initramfs Kernel format (boot.img)

3.2.2 ZHEEIA

A EE

EREEGH#ITREEGITaZE, BMBIT—X. /scripts/createkeys SIEECHNSRTI, HigtE
HIBSARERTF. FRIUIT createkeys EHESERFVER, EFRERBAHT, BRIEFTEERER,

Item_filename,

onlykey=
item=
onlydata=

3-1: dragon-toc BC& X 4R

createkeys ISR Edevice/config/chips/{1c}/XF R B R FHdragon_toc*.cfgE i—tHRAFERH
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B3, £RHEHRTFEEout/{BoARD} /keys/ B R To 1T pack -s BY, RFERAXLLERADFIXTHER
HEBGHITERHERIEPR,

BB M drangon_toc*.cfg X FA R _EEFfR. createkeys f&#E [key rsa] T key-value &
RZ XY, FTEEERER sboot.bin #EERL tocO.fex, ¥ opensbi/uboot/dtb Fiticak
tocl.fexo

BEERNZERREIBECHNAEER, HF Trustkey.bin, Trustkey.pem 5 rotpk.bin =4
XU ARBRERIX MY, BERFRF,

Trustkey.bin 5 Trustkey.pem EiRZHFAEA, FREMFMELR, EREHERSH—RTIH
A, Lt ERNRLBEHTEESH EBEh. KRERININES,

3.2.3 REEFhREERE

#: pack -s IT85%RGE, ERMNEZ2EMHITout/{B0ARD}/keys/ B R T, X142 MHtina {BOARD} <
uart0/card0> secure v[NUM].imgo *EX??HF?@E{#, 3'(14:%?%777 secure 9&%@?0

B‘C#F%-?E"J NUM 79@14:}#&2!5%, EEdevice/config/chips/{IC}/configs/default/version_base.mkﬁi
%target/allwinner/generic/version/versionibase.mkj({q:;;%zf_, ﬁﬁ%{t%é&@%o H&ZIK%E’M’FFE%WE
IEEHENR, BASSME: FiRSRIREFSLLRYE flash EEHIRAS efuse FARASE
B, IR efuse PAERER, BopKK,; WX flash FEHNRAERS, BIRAEEEA
efuse &, #EFEN; WRRAMEE—E, EERBH.

(10 35288
BELHER 32 TR,

3.3 FE&RER5)

EEABRReEHHE=TmR:

1. &5 efuse HHY anti-brush bit,
2. 1%5 rotpk.bin % efuse # rotpk X,
3. RELR£EHE flash .
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A &g

o XA IC, efuse KIFF. efuse WEFIFHERET efuse HEF bit NEERT—R. I,
efuse FEYSHRSEE, KBPIXIFHLIGERE—R, FHIFEESHE SID #ME,

e I®E anti-brush bit RERFTEN, —BRE, REERERHNRLEN, BHFTIERLEN.

o BIAMERT, i&Z LiveSuit/PhoenixSuit RERLEFRHAEHERS anti-brush bit,

e anti-brush bit 5 rotpk.bin $REE, IRFMIAERBIS rotpk.bin WHEERZZNELE
§; MRIES anti-brush bit, BEHES rotpk.bin, IEE LIFEHEARLEGIBATUEGRN.
WEIARFI Q%S anti-brush bit, BEIGEHABAERS rotpk.bin,

WN{AIH#T anti-brush bit E&IRE?

e FNRE anti-brush bit RE 57 sEEsIL2E Y, FILMIRELXRLBE5), anti-brush bit
M—TERE T, TeRIIERE LR ERITED, 40 “sboot commit...” . “OLD version:...
” _ “NEW version: ...” . “secure enable bit: 17 FZr, B HIIHITHIRT,

gN{a ¥ rotpk.bin BEKRE?

o RiE%E, IXRRFEAHEHM key EEMNR2EMH (RERAS—) , WRFEERsH, WRBE
21%E rotpks
e sboot Bz log F1RE “have rotpk, do check”, FEA rotpk.bin BE&LRE,

B RGN B B TIREN?

o MINECEIB R, &% sboot. opensbi. u-boot. kernel #1715,

e brom ETTMERXT sboot #H1TK L, F0R sboot BEFEN, REABLELET TR,
e sboot iIEZ1THMEETT opensbi 5 u-boot #H1TH L,

e uboot BITMEEEXT kernel #H1TR,

3.4 %F rotpk.bin 5 anti-brush bit
FEFEHITE:
1. FF LiveSuit/PhoenixSuit REZ£EH%H, T2BEHRETENBENRE efuse FHY

anti-brush bit 1iL,

2. f£A DragonSN TE¥ rotpk.bin %5 2i&&H efuse H,
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(0 388
DragonSN 2 AW FXH PC i#lE key (SN . MAC ik, rotpk %) TH, "WLlE key ERZ private $X
efuse EEMHTAEFR, LHFINZIFE windows FiE1T, DragonSN 5i&&ZiEl&d USB &fs, EHISERREEIFN
key €8, E¥NEZETS8% DragonSN TRESHERHRA,

3.4.1 DragonSN J/®E rotpk.bin $&

DragonSN % rotpk.bin &S BT

e i%E burn key BMA 1. RE burn key H{EA 1, &&A21EUW DragonSN @it usb 1%
ij;EE"J%TE\, ﬁ?ﬁiﬁ;iﬁbﬂfo iﬁE’ﬁ{ﬁ?device/config/chips/{IC}/configs/{BOARD}/sys_config.fex
XA [target] TUF, S0TFEFITR. MIRAXEREE, R burn key=0 RAIE,

[target]
boot_clock

stora-'-;- ii

3-2: burnkey B2&

o ITBZ2EMH, XEE flash .

o £ PC im¥t DragonSN TE#{TEE, FIH DragonSNConfig.exe, M1 TEFIR, R “H&
m”, £ “FEBR? = ThiEBREE rotpk, RE “RiF". “WE". A& “2REE", 188 "I
BiE” A “R& key”, BEFTME, XFAKEI R,

4 DragonSN Config Tool o | B | &
F g | & IR | *x B
'Conﬂg Item 22
XE otk =l
FREH  [Rook l
Key-2F | |
177 e |

EEXIRE

3-3: rotpk RERE

WA © BSEERERHERAE. RE—TF 9
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e 1T DragonSN.exe T H, BE2E rotpk.bin FREREERE. AERKIEEET usb 5 PC &
¥, ER1%&&. & DragonSN RTEETIGEEERGE, FBEER. ATRIEFSERER
8 rotpk.bin, ERFLIED, &KW= PC iin F&B rotpk.bin 5% flash L&£EH
FIRIEBAEAR SHA256 E# XL, ARG 1R 1% rotpk.bin,

A EE

FE burn_key ZJG, SRBEE uboot EEIXS DrangonSN THIEF, ESHAEMDREIERK, R
hEEMmT, —BkE5E rotpk 2Z2/E, ERER—BFE burn_key BEH; —EHFB private 9K, §
DrangonSN TR2BRES " REEHRE' ' BH 1, ZHKE rotpk TREE, HiZIFEB A private
X, FANEEEXARSEE, RERMEFERiXS5 DragonSN THRIEF,

3.5 K5 rootfs

3.1 TH#2%], Secure Boot M brom #1THE, F Linux BoiEER. B rootfs ZEHITIK
1%, AT rootfs BIZEM, ¥ Secure Boot ZEREZE rootfs, Tina BIA—FA3%: uboot
5 rootfs.

A EE

¥ 1: rootfs BAARiRAREHRITRIE,
7 2! rootfs BLKUIRE squashfs,

3.5.1 uboot ®&L4& rootfs

AT rootfs @EEKIHIRA, M flash FEEUANRKRIEETEIERLLER K, Tina E3RMHtT —#7E uboot
MYERIREE squashfs rootfs 897574,/ T LUIIREXER S rootfs FUENIERFITIRIE, BRI RIQET
E1

3.5.1.1 uboot #%& squashfs rootfs IhgEI}
FEERE:

e A extract sugashfs T B3} squashfs rootfs #H{TX#¥, BEEAE 1M Ham
rootfs per MB FTHHHIE, REFE 1M BAREH, rootfs per MB fEdevice/config
/chips/{IC}/configs/{BOARD}/env*.cfg':F"E%, le\fﬁijg 4096 E’M%?&E@% full, ,H\EF' full ﬁ/‘.l_ﬂd?é
A rootfs #H1TIRLG; MFKIZE, FAIAEX 4096 FT,

o KFERENMIBASHMIINMY, XX H#HITER, EHRIEH,

o £ update squashfs TEFIEBHIETE squashfs rootfs HLEELL,

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 10
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B{fRiR, #H extract squashfs ¥ out/{BOARD}/image/rootfs.fex #H{TX#, KENXH
out/{BOARD}/image/rootfs-extract.fex, £ #8 SCPFirmwareContentCertPK X¥i%
rootfs-extract.fex #1TE %, £MIEFH out/{BOARD}/image/tocl/cert/rootfs.der, A/
T A update squashfs #i% rootfs.der IEHHIETE out/{BOARD}/image/rootfs.fex iy
ZELN, FohdiE, 7T uboot FIREBHERBIFEST rootfs H1TIRIE,

P EIEERREFT B scripts/pack img.sh # 5L,

3.5.1.2 uboot K& squashfs rootfs F/5

B%, 117 make menuconfig, TF CONFIG USE _UBOOT VERIFY SQUASHFS £,

Tina Configuration
L> Global build settings --->
L> [*] Verify squashfs rootfs in uboot

Hx, R uboot X {§lichee/brandy-2.0/u-boot-2018/configs/sun20iwlpl deféonfigiH B & CON-
FIG SUNXI PART VERIFY=y,

fEgEizTheee, EEEIEIETR, uboot ZHILEMUINTAY log.

[06.420]find rootfs key stored in root certif
partition rootfs verify pass

3.6 KRN

3.6.1 EnhBy e in

Z2FEEPEERET T —MEEITHRGHTRE, SIEMEshE. ExdFIELLEFoE,
BEREK 500ms £ (REHE rootfs FIRKRIE) . SLPrEMEEl<REEZEEN . B4 CE ik
AR, cpu/dram FRERERZNFMMAR.

3.6.2 ota ARHIZE

B 3.2 /WA, R2BEHHE5FREEHE—ENER, EILTE ota AR, BHERERLE
FRBY o

e Ft#k opensbi/uboot/dts/sys config, FEMFHA tina/out/{BOARD}/image/tocl.fex X
%
e F+4k sboot, BEFH tina/out/{BOARD }/image/toc0.fex X1&;

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 11
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o Ft4f linux kernel, EE#A tina/out/{BOARD}/image/boot.fex X{&F;
o F4 rootfs, FEER tina/out/{BOARD}/image/rootfs.fex X,

R
\,\“"“ﬂe
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MEBENRZ2BHNAEES, FE—EBEITARESTAXNA TR

4.1 RSA ZAWEMTE

Bal, BAFHNZRATERTE openssl, B LER BB KENZART,

Tina FF&F& scripts FRMET —MNERFEHANTH A createkeys, ZiI4IFAA dragonsec-
boot T&, f##f dragon toc*.cfg F [key rsa] FE&, HEFTFERNABTERITNZ FHZH
xdo

4.2 REEFRATEE

f @ IE] #F ﬂ- @, HTJ' % ﬁ@ *ﬁdevice/config/chips/{IC}/configs/default/version_base . mkf( f'—'F Ejz %ta rget/
allwinner/generic/version/version_base.mkj(fqzyizf_, ﬁﬁ%ﬁﬂ?ﬁéﬁg%—, #E?ﬁﬂlﬂﬁ’w\lﬁiﬁiﬁﬁz
AR ABIE

£ efuse PA R AFRIEREIFhRAS,

HIREREY, &1 efuse PIERIVRA S EEHFHBVMRAS LR, NREFHAIRRZAERE, N
FEEMEBED; WREGFFHMRALLES, BEMHFFHRES AN efuse, HEEE); WRRAE
@, EERB. AIFILEEFhRAELE,

4.3 FREHEITH

Tina FAFAFIREEGHIE T A dragonsecboot, R LEGHITEIIZERESTEEXNEERX
£ (sboot. uboot. kernel &) #H1TER, HERIEBUKREXRES, UEBHEIXTXLLER G
XHFHITIRE, WIEEEM,

4.4 % key TH

1% key TEA¥IF rotpk.bin ZEEI& &M efuse 1, efuse {iIF IC REB, BT efuse FARRA
—BENBEARAEN, FALUMIBRLRIETRIEB AT hash WREM,
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BIAME key TEEE DragonKey 8% DragonSN, TEMERIRBATITASH,

4.5 XA jtag

¥ sys_config.fex # jtag para T5 T8 jtag enable IRE X 0 BInI % jtag AIXINEE,

4.6 F$RA1ER

4.6.1 BEHFZ2EH

A ZeEHEZ T

IhgE RSA2048 28F,$8, Xt sboot. opensbi. uboot. boot. rootfs ZHHXiH#H{T
fox =

SDK &2  tina/out/${BOARD}/keys/*.penStina/out/${BOARD} /keys/*.biny BFRFF rotpk.bin

BEUE RBELFRRE

REAN ARE

RZ Z

#$A ZeEHERBLH

IhgE RSA2048 ZHN\4H, Xt shoot. opensbi. uboot. boot. rootfs HHXiH#{T
ko

SDK B&1&  fiiTF tina/out/${BOARD}/image/toc0 ARz tina/out/${BOARD}/image/tocl B FAYIEHH

&&ME  flash. £ TOCO. TOC1. boot. rootfs E9XH

REARR HEF—ERES

REZ &

4.6.2 efuse HZ5H

#$A rotpk

IhgE TRRFEANHEN sha256 B, BFLEBHNPRIEPHIKRE, KE 256bit,
SDK &2  tina/out/${BOARD}/keys/rotpk.bin

"EME  IC # efuse FHY rotpk X3

%57/ DragonSN &, £& 3.4 /\H

RE S
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B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
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t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR UABRRE R R E B th 75 TR T 2 EERET AR~ N BRI R ER ™ mY
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